3GPP TSG-SA3 Meeting #105-e 
S3-214186
e-meeting, 8 - 19 November 2021










Revision of S3-20xxxx
Source:
Nokia, Nokia Shanghai Bell
Title:
KI#9 threats
Document for:
Approval, Information, Discussion

Agenda Item:
5.17
1
Decision/action requested

KI#9 threats
2
References

[1]
3GPP TS 33.875
3
Rationale

It is proposed to add threats for the KI #9
4
Detailed proposal

****** START OF CHANGES

5.9
Key issue #9: Authorization for Inter-Slice Access
5.9.1
Key issue details

GSMA LS S3-211383 on “Prevention of attacks on sliced core networks” identifies a number of issues related to SBA authorization framework. 
This Key Issue studies SBA related aspects of the attack papers mentioned in the GSMA LS.

NOTE: In GSMA LS to SA3, it is assumed that an NF within a 3GPP network can be fully compromised, which is a rather strong assumption. This Key Issue only aims to strengthen the authorization mechanism for granting access to an NF within SBA.

5.9.2
Security threats

A malicious entity (for instance a NF Service Consumer) can request an access token for the slice it is not authorized to access, if the NRF has no information about the NF Service Consumer and the NF is not registered with the NRF.

A malicious entity (for instance a NF Service Consumer) can modify the service request sent to the NF Service Producer and request information which it is not authorized to receive. 
****** END OF CHANGES

